
























































 

  
Cost and FTE 
  The Department is requesting $375,000 in Reappropriated Funds for allocation through the Risk 

procure a statewide Cybersecurity Liability Insurance Policy. This insurance policy will be added 
to the Liability Fund within the Risk Management Program. This will be an ongoing expense 
beginning FY 2018-19. 

 
Current Program 
  

through the administration of liability, 
programs.  The Risk Management Program provides loss control training and consulting services 
including accident investigation, legal defense, safety training, hazard mitigation, building 
inspection, insurance procurement, claim evaluation, and data collection. 

 The Liability Fund provides self-funded liability coverage for tort and federal claims; liability 
claims and lawsuits arising from allegations of state negligence related to such occurrences as auto 
accidents, employment discrimination, and road maintenance.    

 
Problem or Opportunity 
  Cyber-attacks on businesses and governments are more common than ever before, and are likely to 

increase. In the event of a cyber-attack, the State could face millions of dollars of expenses without 
risk mitigation. The Department has been working in collaboration with OIT on improving 
cybersecurity across the state while mitigating potential risks.  

 
Consequences of Problem 
  Without a cybersecurity liability insurance policy, in the event of a cyber-attack, the State could 

face millions of dollars of expenses which would be borne by individual state agencies. This could 
impose an undue hardship on individual agencies, requiring them to use existing funds or seek 
supplemental funds with possible General Fund impacts.      

 
Proposed Solution 
  The Department requests $375,000 in Reappropriated Funds in FY 2018-19 through the Risk 

Management common policy to procure a commercial cybersecurity liability insurance policy. The 
scope of the policy will allow for coverage of all state agencies if they choose to participate. This 
insurance policy is estimated to have a $1 million deductible (self-insured through the Liability 
Fund), and cover up to $5 million per occurrence, with an annual premium of $325,000 and 
estimated annual losses of $50,000.  

 This solution would remove the financial burden from individual state agencies for up to $6 million 
per occurrence, since the deductible will be paid out of the liability fund. Additionally, it allows for 
individual agencies to proactively budget and plan for the established common policy allocations, 
rather than reactively scrambling to come up with the necessary funds in the event of a cyber-attack.  
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Cost and FTE 
  The Department of Personnel & Administration is requesting a net-zero adjustment to its Long Bill 

to reflect a reorganization of all programs within the current (4) Central Services Long Bill group, 
as well as the State Archives program.    

 
Current Program 
  Currently, there are four programs under the umbrella of the (4) Central Service Long Bill group, 

and they are: Administration, Integrated Document Solutions (IDS), Facilities Maintenance 
Capitol Complex (CCLS) and the Fleet Management Program and Motor Pool Services (SFM). 
Previously, all of these groups reported to a Central Services Division Director, and administrative 
support for all groups was provided through the (A) Administration program. 

 
Office, (B) Statewide Special Purpose subgroup. 

 
Problem or Opportunity 
  In the latter half of FY 2016-17, the Department reorganized the structure of the (4) Central Services 

Division, splitting the responsibilities of the Administration group between two separate and 
distinct entities, each lead by organizational peers.  

 The two new groups are called the Division of Central Services and the Division of Capital Assets, 
which will be assigned Long Bill groups four and seven, respectively. 

 The Colorado State Archives has been moved under the umbrella of the Division of Central 
Services. 

 
reallocation of the administrative support, FTE and funding, to each of the programs. 

 
Consequences of Problem 
  The Department has already implemented the functional changes associated with this request. 

 
 

Proposed Solution 
  The Department is requesting a net-zero reallocation of the resources within the current (4) Central 

Services division.  
 In addition, the Department is requesting that the Long Bill recognize the movement of the 

Colorado State Archives program underneath the proposed (4) Division of Central Services Long 
Bill group. 

 The Department is requesting the creation of two new Long Bill groups, each with their own 
administration programs. The Department is requesting that each of these administration programs 
be funded by spending authority currently appropriated within the (4) Central Services, (A) 
Administration program, as well as transfers of spending authority from programs that formerly 
supported the newly appointed directors. 
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